16 3 11

Windows Media MSN Messenger Outlook
Windows Media MSN Messenger Outlook 3 9
Qualys
Windows Media Qualys
QualysGuard

Windows Media
QualysID 90105
Microsoft Windows Media (DoS) (Microsoft Windows

Media Services Remote Denial of Service Vulnerability)

[ ]

Microsoft Windows 2000 Server Service Pack 2 Service Pack 3 Service Pack 4
[ ]
Windows 2000 Server Windows Media Station Windows Media
Monitor Service WINS
[ ]
1) QualysGuard "Preferences"->"Options"->"Profiles" "New Profile"
2) "Selective Vulnerability Scanning" Performing selective vulnerability scanning
"Config"

Find Qualys ID  within All  containing 90105 "Search” QualysID 90105



"OK™
3) "Scanned TCP Ports"
TCP 139,445,7007
"Scan Dead Hosts"
Windows(NetBIOS)

"Partial"->"Standard"

"Include dead hosts in scans "

4) "Profile Title" "Save"

5) "Scan"->"Launch Scan" IP

[ ]
Qualys
Multiple MSFT Vulnerabilities

"Additional”

QualysID 82004

"Options" "Start Scan”

http://www.qualys.com/docs/securityalerts/Qadvise-Multiple-MSFT-20040309.pdf

Microsoft [MS04-008]

http://www.microsoft.com/japan/technet/treeview/default.asp?url=/japan/technet/security/bulletin/ms

04-008.asp

Outlook
QualysID 105010
Microsoft Outlook Mailto

Arbitrary Code Execution Vulnerability)

[ ]
Microsoft Office XP Service Pack 2

Microsoft Outlook 2002 Service Pack 2

1) QualysGuard

2) "Domain Information”

"Preferences”->"Option"->"Authentication”

(Microsoft Outlook Mailto

"New Record"

Domain

Local Windows

3) Windows User Name:
Password:
4) IIIP n

Windows Password: Confirm



5) Save

6) "Preferences"->"Options"->"Profiles"

7) "Vulnerability Detection”
Find Qualys ID  within
IIOKII

8) "Scanned TCP Ports"

"Scan Dead Hosts"
Windows(NetBIOS)

9) "Windows Authentication™
10) "Profile Title"

11) "Scan"->"Launch Scan"

[ ]
Qualys

"New Profile"
Custom "Configure..."
All  containing 105010 "Search" QualysID 105010
"None" "Additional" TCP 139,445
"Include dead hosts in scans "
QualysID 82004

"Enable Windows authentication™
IlSavell

1P "Options" "Start Scan"

Multiple MSFT Vulnerabilities
http://www.qualys.com/docs/securityalerts/Qadvise-Multiple-MSFT-20040309.pdf

Microsoft

[MS04-009]

http://www.microsoft.com/japan/technet/treeview/default.asp?url=/japan/technet/security/bulletin/ms

04-009.asp

MSN Messenger
QualysID 90106
MSN Messenger 6

[ ]
Microsoft MSN Messenger 6.0

Microsoft MSN Messenger 6.1

[ ]
MSN Messenger

1) QualysGuard

2) "Domain Information”

"Preferences”->"Option"->"Authentication”

(MSN Messenger 6 Allows Information Disclosure)

"New Record"

Domain



Local Windows

3) Windows User Name: Windows Password: Confirm
Password:
4) "IPp "
5) Save
6) "Preferences"->"Options"->"Profiles" "New Profile"
7) "Vulnerability Detection” Custom "Configure..."
Find Qualys ID  within All  containing 90106 "Search” QualysID 90106
"OK™

8) "Scanned TCP Ports" "None" "Additional” TCP 139,445

"Scan Dead Hosts" "Include dead hosts in scans "

Windows(NetBIOS) QualysID 82004
9) "Windows Authentication™ "Enable Windows authentication™
10) "Profile Title" "Save"
11) "Scan"->"Launch Scan" 1P "Options" "Start Scan"
[ ]
Qualys

Multiple MSFT Vulnerabilities
http://www.qualys.com/docs/securityalerts/Qadvise-Multiple-MSFT-20040309.pdf

Microsoft [MS04-010]
http://www.microsoft.com/japan/technet/treeview/default.asp?url=/japan/technet/security/bulletin/ms
04-010.asp

qualys-support@support.fujitsu.com

http://segroup.fujitsu.com/secure/service/attacktest-express/index.html

044-754-3353



