16 10

(2004 10 )

10 12 Qualys

Qualys
Microsoft Security Bulletin:
Multiple Critical Microsoft Security Vulnerabilities

http://www.qualys.com/research/alerts/view.php/2004-10-12

MS04-029
RPC

[ URL]

http://www.microsoft.com/japan/technet/security/bulletin/ms04-029.asp

http://www.microsoft.com/japan/security/security_bulletins/MS04-029e.asp

http://www.microsoft.com/technet/security/bulletin/MS04-029.mspx

MS04-030
WebDav XML Message

[ URL]
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http://www.microsoft.com/japan/technet/security/bulletin/ms04-030.asp

http://www.microsoft.com/japan/security/security_bulletins/MS04-030e.asp

http://www.microsoft.com/technet/security/bulletin/MS04-030.mspx

MS04-031
NetDDE

[ URL]

http://www.microsoft.com/japan/technet/security/bulletin/ms04-031.asp

http://www.microsoft.com/japan/security/security_bulletins/MS04-031e.asp

http://www.microsoft.com/technet/security/bulletin/MS04-031.mspx

MS04-032

Microsoft Windows

[ URL]

http://www.microsoft.com/japan/technet/security/bulletin/ms04-032.asp

http://www.microsoft.com/japan/security/security_bulletins/MS04-032e.asp

http://www.microsoft.com/technet/security/bulletin/MS04-032.mspx

MS04-033

Microsoft Excel

[ URL]

http://www.microsoft.com/japan/technet/security/bulletin/ms04-033.asp

http://www.microsoft.com/japan/security/security_bulletins/MS04-033e.asp

http://www.microsoft.com/technet/security/bulletin/MS04-033.mspx

MS04-034
(zip )

[ URL]

http://www.microsoft.com/japan/technet/security/bulletin/ms04-034.asp

http://www.microsoft.com/japan/security/security_bulletins/MS04-034e.asp



http://www.microsoft.com/technet/security/bulletin/MS04-034.mspx

MS04-035
SMTP

[ URL]

http://www.microsoft.com/japan/technet/security/bulletin/ms04-035.asp

http://www.microsoft.com/japan/security/security_bulletins/MS04-035e.asp

http://www.microsoft.com/technet/security/bulletin/MS04-035.mspx

MS04-036
NNTP

[ URL]

http://www.microsoft.com/japan/technet/security/bulletin/ms04-036.asp

http://www.microsoft.com/japan/security/security_bulletins/MS04-036e.asp

http://www.microsoft.com/technet/security/bulletin/MS04-036.mspx

MS04-037

Windows

[ URL]

http://www.microsoft.com/japan/technet/security/bulletin/ms04-037.asp

http://www.microsoft.com/japan/security/security_bulletins/MS04-037e.asp

http://www.microsoft.com/technet/security/bulletin/MS04-037.mspx

MS04-038

Internet Explorer

[ URL]

http://www.microsoft.com/japan/technet/security/bulletin/ms04-038.asp

http://www.microsoft.com/japan/security/security_bulletins/MS04-038e.asp

http://www.microsoft.com/technet/security/bulletin/MS04-038.mspx



1)

2)

3)

QualysGuard

"New Profile"

"Scanned TCP Ports”
TCP
"Vulnerability Detection”

"Configure..."

Find

"Search"

within All
QualysID

QID

Qualys ID: 90190
Microsoft RPC
MS04-029

Qualys ID: 90188
WebDAV
MS04-030

Qualys ID: 90184
NetDDE

Qualys ID: 90186
Microsoft Windows

Qualys ID: 90187
Microsoft Excel

Qualys ID: 90183
zip

XML

MS04-034
Qualys ID: 74167

"Preferences"->"Options"->"Profiles"

IlNonell
135,139

Custom

containing
IIOKII

Microsoft Exchange 2003

Qualys ID: 90185
Microsoft NNTP
MS04-036

Qualys ID: 90189
Windows

Qualys ID: 100018

Microsoft Internet Explorer

Windows(NetBIOS)
QualysiD:82044

"Additional"

QualyslID

DoS

DoS

MS04-031

MS04-032

MS04-033

MS04-035

MS04-037

MS04-038



4) "Windows Authentication" "Enable Windows

authentication"”

5) "Profile Title" "Save"
6) "Scan"->"Launch Scan" 1P
"Options"” "Start Scan”

m Risk Matrix Report

1) "Preferences"->"Setup" "Business Risk"

Business Risk

2) "Preferences"->"Asset Group"

Edit "Business Info" "Business Impact”
3) "Report"-"Scan Reports” "Risk Matrix Report" Run
4) Risk Matrix Report Qualys ID
"Select Report Target” Asset Group 1P

Run

5) Risk Matrix Report

qualys-support@support.fujitsu.com

http://segroup.fujitsu.com/secure/service/attacktest-express/index.html



