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Microsoft Security Bulletin: August 2006 Security Bulletin
http://www.qualys.com/research/alerts/view.php/2006—-08-08

[MS06-040]
[Server H—E XDHfEFFMEICKY ., JE—FTI—FMNEFTINDS |

[B8:E URL]
(BA3)
http://www.microsoft.com/japan/technet/security/bulletin/ms06—040.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—040e.mspx
(%30
http://www.microsoft.com/technet/security/bulletin/ms06—-040.mspx

[(MS06-041]



[DNS fiZ:RDIEFTFHEIZEKY ., JE—FTa—FAETINS |

[BE:& URL]
http://www.microsoft.com/japan/technet/security/bulletin/ms06—-041.mspx
http://www.microsoft.com/japan/security/bulletins/ms06—-041e.mspx
(EX)
http://www.microsoft.com/technet/security/bulletin/ms06-041.mspx

[MS06-042]
[Internet Explorer D BEMLE LX) TABHITOISL |

[BE:& URL]
http://www.microsoft.com/japan/technet/security/bulletin/ms06—-042.mspx
http://www.microsoft.com/japan/security/bulletins/ms06—-042e.mspx
(EX)
http://www.microsoft.com/technet/security/bulletin/ms06-042.mspx

[MS06-043]
[Microsoft Windows DffEFEHIZKY . JE—FTaA—FAETINS]

[BE:& URL]
http://www.microsoft.com/japan/technet/security/bulletin/ms06—-043.mspx
http://www.microsoft.com/japan/security/bulletins/ms06—-043e.mspx
(EX)
http://www.microsoft.com/technet/security/bulletin/ms06-043.mspx

[MS06-044])
[Microsoft B>V —)L (MMC) DRSS HEIZLY. ) E—FTa—
KAEITEINB]

[B&:& URL]
http://www.microsoft.com/japan/technet/security/bulletin/ms06—044.mspx
http://www.microsoft.com/japan/security/bulletins/ms06—-044e.mspx
(EX)
http://www.microsoft.com/technet/security/bulletin/ms06-044.mspx



[MS06-045]
[Windows THZRX70—5 DfEFEMHEICKY., JE—FTI—FAETINS]

[BE:& URL]
http://www.microsoft.com/japan/technet/security/bulletin/ms06—045.mspx
http://www.microsoft.com/japan/security/bulletins/ms06—-045e.mspx
(EX)
http://www.microsoft.com/technet/security/bulletin/ms06-045.mspx

[MS06-046]
[HTML NLTDIESEMHICEY., JE—FTa—FARTEINS]

[Bé:& URL]
http://www.microsoft.com/japan/technet/security/bulletin/ms06—-046.mspx
http://www.microsoft.com/japan/security/bulletins/ms06—-046e.mspx
(EX)
http://www.microsoft.com/technet/security/bulletin/ms06—-046.mspx

[MS06-047]
['Microsoft Visual Basic for Applications (VBA) MDHEZEMEIZLY .
JE—FTa—FNETINB]

[B&:& URL]
http://www.microsoft.com/japan/technet/security/bulletin/ms06—047.mspx
http://www.microsoft.com/japan/security/bulletins/ms06—-047e.mspx
(EX)
http://www.microsoft.com/technet/security/bulletin/ms06-047.mspx

[MS06-048]
[Microsoft Office MAEFFMEIZEKY., ) E—FTa—FNETINDS |

[BE:E URL]
http://www.microsoft.com/japan/technet/security/bulletin/ms06—048.mspx
http://www.microsoft.com/japan/security/bulletins/ms06—-048e.mspx
(EX)
http://www.microsoft.com/technet/security/bulletin/ms06-048.mspx



[MS06-049]
[Windows A—FJLDIEIEMHEIZKY . $FENFEESINS |

[BE:& URL]
http://www.microsoft.com/japan/technet/security/bulletin/ms06—049.mspx
http://www.microsoft.com/japan/security/bulletins/ms06—-049e.mspx
(EX)
http://www.microsoft.com/technet/security/bulletin/ms06-049.mspx

[MS06-050]
[Microsoft Windows /\NA/N\—U>29 AT xHok SA4T3)DHE5EHE
[Z&Y., UE—FTaA—FREFTEINS]

[BE:& URL]
http://www.microsoft.com/japan/technet/security/bulletin/ms06—050.mspx
http://www.microsoft.com/japan/security/bulletins/ms06—-050e.mspx
(EX)
http://www.microsoft.com/technet/security/bulletin/ms06—-050.mspx

[MS06-051]
[Windows A—FRIJLDIEZEMHEIZKY . JE—FTa—FARETEINS]

[B8:E URL]
http://www.microsoft.com/japan/technet/security/bulletin/ms06—051.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-051e.mspx
(%)
http://www.microsoft.com/technet/security/bulletin/ms06-051.mspx
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1)  QualysGuard IZA%' 4L, “Preferences”—>"Options”—>"Profiles”



&Y New Profile” Z4ERLEY
2) “Scanned TCP Ports”"Z4 <32 M "None”%:E1RL . “Additional”
[2FzvH%E AN, TCOP R—FM135139 1ZFEALET
3) “Vulnerability Detection”#47$ 3> DI Custom | &KL .
“Configure..”Z#9') v 9 LET,
Find ZTQID . within ZTAlll. containing TLEL T M QualysID Z357F
LT"Search”L, AT M QualysID ZFEIRL T OK"LTLI=ZELY,

OHRT—RDEFELTIHEERPTY .

Qualys ID: 90336
['Vulnerability in Server Service Could Allow Remote Code

Execution (MS06-040)]

Qualys ID: 90337
['Vulnerability in DNS Resolution Could Allow Remote Code
Execution (MS06—041) [

Qualys ID: 100036
['Microsoft Cumulative Security Update for Internet Explorer

(MS06-042) ]

Qualys ID: 90340
Microsoft Windows Remote Code Execution Vulnerability

(MS06-043)

Qualys ID: 90345
['Microsoft Management Console Remote Code Execution

Vulnerability (MS06—044) [

Qualys ID: 90344
['Microsoft Windows Explorer Remote Code Execution

Vulnerability (MS06-045) |

Qualys ID: 90343
[Microsoft HTML Help Remote Code Execution Vulnerability



(MS06-046)

Qualys ID: 90341
['Microsoft Visual Basic for Applications Remote Code

Execution Vulnerability (MS06-047)

Qualys ID: 110038
IMicrosoft PowerPoint Remote Code Execution Vulnerabilities

(MS06-048) |

Qualys ID: 90339
['Microsoft Windows Kernel Privilege Elevation Vulnerability

(MS06-049)

Qualys ID: 90338
['Microsoft Windows Hyperlink Object Library Remote Code

Execution Vulnerabilities (MS06—050) ]

Qualys ID: 90342
[Microsoft Windows Kernel Remote Code Execution

Vulnerability (MS06—051) [
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“Windows Authentication” 724 7'$3> ) “Enable Windows
authentication” ZFxyoILET,

5) “Profile Title"ZDI+, &x#%&IZ"Save"LET .
“Scan”->"Launch Scan” TEZEIR R D IP ZEIRL. 1ERLT=

4)

6)
“Options” ZERL. “Start Scan”LFET,
SEWEHLEREA)
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qualys—support@support.fujitsu.com

http://segroup.fujitsu.com/secure/service/attacktest—express/index.html



