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Qualys 7o—hF7R/NAH1) (EX)
Microsoft Security Bulletin: Multiple Security Vulnerabilities

http://www.qualys.com/research/alerts/view.php/2006-10-10

[MS06-056])
[TASP.NET 2.0 DifasstEIc kY. 1EHIBA LA ECB]

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-056.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-056e.mspx
(%)
http://www.microsoft.com/technet/security/bulletin/ms06—-056.mspx

[(MS06-057]



[Windows Explorer MDffE551EIZLY ., JE—FTO—FHNEITIND]

[B&:&E URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-057.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-057e.mspx
(%30
http://www.microsoft.com/technet/security/bulletin/ms06-057.mspx

[MS06-058]
[Microsoft PowerPoint MifEFEMHEIZEKY ., ) E—FTa—FNETIN

3]

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-058.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-058e.mspx
(%)
http://www.microsoft.com/technet/security/bulletin/ms06-058.mspx

[MS06-059]
[Microsoft Excel MAEFEMEIZEKY. ) E—FTa—FMNETIND]

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-059.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-059e.mspx
(%30
http://www.microsoft.com/technet/security/bulletin/ms06-059.mspx

[MS06-060]
[Microsoft Word D55 4IZ&Y ., JE—FTI—FAETINS]

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-060.mspx



http://www.microsoft.com/japan/security/bulletins/ms06—-060e.mspx

(%30
http://www.microsoft.com/technet/security/bulletin/ms06—-060.mspx

[MS06-061]
[Microsoft XML 37 H—E XDHEFTEHEIZKY ., JE—FTI—FHAELT

shadl

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-061.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-061e.mspx
(%30
http://www.microsoft.com/technet/security/bulletin/ms06-061.mspx

[MS06-062]
[Microsoft Office MAEFFMEIZKY. ) E—FTa—FNETIND]

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-062.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-062e.mspx
(%30
http://www.microsoft.com/technet/security/bulletin/ms06-062.mspx

[MS06-063]
[Server H—E ZADMEFFHEIZLY . H—ERIEEB IS

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-063.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-063e.mspx
(%30
http://www.microsoft.com/technet/security/bulletin/ms06—-063.mspx

[(MS06-064]



[TCP/IP IPv6 DEFEMEIZLY . H—ERIEBHIEIS]

[B&:&E URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-064.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-064e.mspx
(%30
http://www.microsoft.com/technet/security/bulletin/ms06-064.mspx

[MS06-065]
[Windows A7 xHb \ur—O v D5 HEIZKY ., JE—FT
a—KFAETEINS]

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-065.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-065e.mspx
(%)
http://www.microsoft.com/technet/security/bulletin/ms06—-065.mspx
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1)  QualysGuard IZA%' 4L, “Preferences”—>"Options”—>"Profiles”
&Y New Profile” Z4ERLEY

2) “Scanned TCP Ports”Z4 7S 3> M “"None”Z:#RL . “Additional”[Z
FryoE AN, TCP R—I1351391ZFEALFET,

3) “Vulnerability Detection” 47 a> Ml Custom | ZEIRL .
“Configure..”&2')wo L%,
Find ZTQID]. within ZTAll]. containing TEL T ® QualysID %
FEEL T Search”L. LLTM QualysID Z:ERL T OK"#L TS
=&Y,



Qualys ID: 90357
[Microsoft ASP.NET 2.0 [Z1F#REHT D e85 1% (MS06-056)
(Microsoft ASP.NET 2.0 Information Disclosure Vulnerability
(MS06-056))

Qualys ID: 90352
[Microsoft Windows Explorer [Z!)E—FCa—RZ#E{TSNBHiE55
4 (MS06-057) (Microsoft Windows Explorer Remote Code
Execution Vulnerability (MS06-057)) |

Qualys ID: 110043
[Microsoft PowerPoint [ZIJE—hFTO—FZETINLEHDHETS
4 (MS06-058) (Microsoft PowerPoint Multiple Remote Code
Execution Vulnerabilities (MS06-058)) |

Qualys ID: 110045
[Microsoft Excel [ZJE—FTI—FEZEITINDIEHDMETEHE
(MS06-059) (Microsoft Excel Multiple Remote Code Execution
Vulnerabilities (MS06-059)) ]

Qualys ID: 110046
[Microsoft Word IZJE—hFTa—F&EITINDHMEHE M
(MS06-060) (Microsoft Word Remote Code Execution
Vulnerabilities (MS06-060)) ]

Qualys ID: 90356
[Microsoft XML a7 H—ER[ZYE—FTIA—FERTENDMRE
4 (MS06-061) (Microsoft XML Core Services Remote Code
Execution Vulnerability (MS06-061)) |

Qualys ID: 110044
[Microsoft Office IZY)E—rTaA—FEERITINDMEHE M
(MS06-062) (Microsoft Office Remote Code Execution
Vulnerabilities (MS06-062)) |



Qualys ID: 90354
[Microsoft Server H—E R[ZH—E XA B2 (DoS) DAEZEE

(MS06—-063) (Microsoft Server Service Denial of
Service Vulnerability (MS06-063)) J

Qualys ID: 90353
[Microsoft @ TCP/IP IPv6 |ZH—E XA §E(DoS) DAEFH 4

(MS06-064) (Microsoft TCP/IP IPv6 Denial of Service
Vulnerabilities (MS06-064))

Qualys ID: 90355
[Microsoft Windows DA TP ok \wlr—%(2)E—TO—
FERTINDHET M (MS06-065) (Microsoft Windows Object
Packager Remote Code Execution Vulnerability (MS06-065)) [

%L . Windows(NetBIOS)Y > & THRAMDEFEMHZERAELI=LY
B EI1Z1E QualysiD:82044 [RAFZDHERIEHERL. FLT
UDP FR—FM137 1D XA F v AT EEEL TS,

4) “Windows Authentication” 773> ® “Enable Windows
authentication” ZFxyoILET,

5) “Profile Title"ZDI+, &x#%&IZ"Save"LET .
6) “Scan”—->"Launch Scan” TEZBixt& D IP Z:EIRL . /ERLLT=

“Options” ZERL. “Start Scan”LFET,

BEVEHLERERA)
EL@EB#RAESH X1 T —EXMES ERY—EXE
qualys—support@support.fujitsu.com

http://segroup.fujitsu.com/secure/service/attacktest—express/index.html



