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Qualys 7o—hF7R/NAH1) (EX)
Microsoft Security Bulletin: Multiple Security Vulnerabilities

http://www.qualys.com/research/alerts/view.php/2006—12-12

[MS06-076]
[Outlook Express FID BEMNELX1UTABHIOYS L]

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-076.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-076e.mspx
(%30
http://www.microsoft.com/technet/security/bulletin/ms06-076.mspx



[MS06-072])
[Internet Explorer FAMD BIEMLZ X 1) TAHBH IO S L]

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-072.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-072e.mspx
(%30
http://www.microsoft.com/technet/security/bulletin/ms06-072.mspx

[MS06-073)
[Visual Studio 2005 DMEFFEIZKY ., ) E—FTa—KAETEINS |

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-073.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-073e.mspx
(%)
http://www.microsoft.com/technet/security/bulletin/ms06—-073.mspx

[MS06-078]
[Windows Media Format DaZstEIZ&kY . VE—FTa—FARETIND]

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-078.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-078e.mspx
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http://www.microsoft.com/technet/security/bulletin/ms06-078.mspx

[MS06-074]
TSNMP DHESE1EIZEY . JE—FTI—FHRITENSD]

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-074.mspx



http://www.microsoft.com/japan/security/bulletins/ms06—-074e.mspx

(%30
http://www.microsoft.com/technet/security/bulletin/ms06-074.mspx

[MS06-077])
[JE—k /VR—)L H—E X (RIS) DIfE5FHEIZKY ., JE—FTa—FAETEINS]

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-077.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-077e.mspx

(%30
http://www.microsoft.com/technet/security/bulletin/ms06-077.mspx

[MS06-075])
[Windows DEFFMHEIZELY., FRHENFIEINS]

[B&:& URL]

(BA3)
http://www.microsoft.com/japan/technet/security/Bulletin/MS06-075.mspx

http://www.microsoft.com/japan/security/bulletins/ms06—-075e.mspx

(%)
http://www.microsoft.com/technet/security/bulletin/ms06-075.mspx
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1)  QualysGuard IZA%' 4L, “Preferences”—>"Options”—>"Profiles”
&Y New Profile” Z4ERLEY

2) “Scanned TCP Ports”"Z4 73> M "None”%:&1RL . “Additional”
[2Fzvo%E AN, TCOP R—FM135139 1ZFEALET

3) “Vulnerability Detection” 473> Ml Custom | ZEIRL .
“Configure..”&2')woLEd,



Find ZTQID]. within ZTAll]. containing TLEL T ® QualysID
ZIELT Search”L. LM QualysID ZEIRL T OK =L
TLEEELY,

Qualys ID: 90368
[Outlook Express M RFEMNLE ¥ 1) T4EH (MS06-076)
(Cumulative Security Update for Outlook Express (MS06-076))/

Qualys ID: 90371
[nternet Explorer M B\t 1) T4EH (MS06-072)
(Cumulative Security Update for Internet Explorer (MS06-072))

Qualys ID: 115448
[Visual Studio 2005 DEFEMEIZKY . JE—FTI—FMNEITEIN S (MS06-073)
(Visual Studio 2005 Vulnerability Could Allow Remote Code Execution (MS06-073))J

Qualys ID: 90367
[Windows Media Format MDfiggtICkY ., ) E—FTa—FZETIN 5 (MS06-078)
(Windows Media Format Vulnerability Could Allow Remote Code Execution (MS06—078))J

Qualys ID: 90372
[SNMP [ZD)E—FTa—FZEETINSHE55ME (MS06-074)
(SNMP Remote Code Execution Vulnerability (MS06-074))

Qualys ID: 90370
[VE—FM A= LY —E RIZYE—FTOA—FEETINDHETEHE (MS06-077)
(Remote Installation Service Remote Code Execution Vulnerability (MS06-077))J

Qualys ID: 90369
[Windows D¥FHERIEDHETE % (MS06-075)
(Windows Privilege Elevation Vulnerability (MS06-075))

%% L. Windows(NetBIOS)Y > & THRAMDEFEMZERAELI=LY
B EI1Z1E QualysiD:82044 [RAFZDHERRIEHERL. FLT
UDP R—FM137 1D R Fv L a[EEE L TSN,



4) “Windows Authentication”Z 23> (D “Enable Windows
authentication” ZFT vy L%EY,
5) “Profile Title"Z DI+, &#KIZ"Save"LET
6) “Scan”->"Launch Scan” TR2EIXI R D IP Z=EIRL . 1ERKL T
“Options” ZERL. “Start Scan”LFET,
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EL@EB%RAEH X1 T —EXMIES ERY—EXE
qualys—support@support.fujitsu.com

http://segroup.fujitsu.com/secure/service/attacktest—express/index.html



