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Qualys 75—hr7R/\AH1) (FEX)
Microsoft Security Bulletin: February 2007 Security Bulletin
http://www.qualys.com/research/alerts/view.php/2007-02-13

[MS07-005]
[RTYT N4 RTVTOREBERN—=2 T DHEEEMEIZEY.
JE—FTIA—FHRETIND]

[BE:E URL]

(BE3)
http://www.microsoft.com/japan/technet/security/bulletin/MS07-005.mspx
http://www.microsoft.com/japan/security/bulletins/ms07—-005e.mspx

(EX)
http://www.microsoft.com/technet/security/bulletin/MS07-005.mspx



[MS07-006]

[Windows L T)LDIEFEMEIZLY. FENFIEEIN D]
[B&:& URL]

(BE&3)
http://www.microsoft.com/japan/technet/security/bulletin/MS07-006.mspx
http://www.microsoft.com/japan/security/bulletins/ms07—-006e.mspx

(EX)
http://www.microsoft.com/technet/security/bulletin/MS07-006.mspx

[MS07-007]
[Windows Image Acquisition H—E X DfEFEMHEIZLY . FHHENEKREINDB]

[BE:& URL]

(BEX)
http://www.microsoft.com/japan/technet/security/bulletin/MS07-007.mspx
http://www.microsoft.com/japan/security/bulletins/ms07-007e.mspx

(EX)
http://www.microsoft.com/technet/security/bulletin/MS07-007.mspx

[MS07-008])
THTML ANJLTD ActiveX avbA—)LDMEFHEIZLY . JE—FTa—K
MEITIND]

[BE:& URL]

(B&3)
http://www.microsoft.com/japan/technet/security/bulletin/MS07-008.mspx
http://www.microsoft.com/japan/security/bulletins/ms07-008e.mspx

(EX)
http://www.microsoft.com/technet/security/bulletin/MS07-008.mspx

[MS07-009]
['Microsoft Data Access Components DIEFEEIZKY . JE—FTa—FMN
ES ey (Y|

[B&:& URL]
(BAX)



http://www.microsoft.com/japan/technet/security/bulletin/MS07-009.mspx
http://www.microsoft.com/japan/security/bulletins/ms07—-009e.mspx

(EX)
http://www.microsoft.com/technet/security/bulletin/MS07-009.mspx

[MS07-010]
['Microsoft Malware Protection Engine Difigg¥(-&kY . JE—FTa—F
METEIND]

[BE:& URL]

(BEX)
http://www.microsoft.com/japan/technet/security/bulletin/MS07-010.mspx
http://www.microsoft.com/japan/security/bulletins/ms07-010e.mspx

(EX)
http://www.microsoft.com/technet/security/bulletin/MS07-010.mspx

[MS07-011]
[Microsoft OLE #4705 DMEFEEIZKY . VE—FTa—KAETIND

[BE:E URL]

(BE3)
http://www.microsoft.com/japan/technet/security/bulletin/MS07-011.mspx
http://www.microsoft.com/japan/security/bulletins/ms07-011e.mspx

(EX)
http://www.microsoft.com/technet/security/bulletin/MS07-011.mspx

[MS07-012]
[Microsoft MFC MDiEgsMHIZKY . ) E—FTa—FMRETIND]

[B&:E URL]

(BE&3)
http://www.microsoft.com/japan/technet/security/bulletin/MS07-012.mspx
http://www.microsoft.com/japan/security/bulletins/ms07-012e.mspx

(EX)
http://www.microsoft.com/technet/security/bulletin/MS07-012.mspx



[MS07-013]
[Microsoft JyF ITTovbDIEFHHEIZKY., JE—FTa—FAETS
nal

[BE:& URL]

(BE3)
http://www.microsoft.com/japan/technet/security/bulletin/MS07-013.mspx
http://www.microsoft.com/japan/security/bulletins/ms07-013e.mspx

(EX)
http://www.microsoft.com/technet/security/bulletin/MS07-013.mspx

[MS07-014]
[Microsoft Word MDfsg54IZ&Y ., JE—FTI—FAETINS]

[B&:& URL]

(BE&3)
http://www.microsoft.com/japan/technet/security/bulletin/MS07-014.mspx
http://www.microsoft.com/japan/security/bulletins/ms07-014e.mspx

(EX)
http://www.microsoft.com/technet/security/bulletin/MS07-014.mspx

[MS07-015]
[Microsoft Office MAEFFMEIZKY. ) E—FTa—FNRETIND]

[B&:& URL]

(BE&3)
http://www.microsoft.com/japan/technet/security/bulletin/MS07-015.mspx
http://www.microsoft.com/japan/security/bulletins/ms07-015e.mspx

(EX)
http://www.microsoft.com/technet/security/bulletin/MS07-015.mspx

[MS07-016]
[Internet Explorer FAMD BIEML X 1) TAHBH IO S L]

[B&:& URL]



(BE&3)
http://www.microsoft.com/japan/technet/security/bulletin/MS07-016.mspx
http://www.microsoft.com/japan/security/bulletins/ms07-016e.mspx

(EX)
http://www.microsoft.com/technet/security/bulletin/MS07-016.mspx
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1)  QualysGuard [ZAS' A4 L. “Preferences”—>"Options”—>"Profiles”
&Y "New Profile” Z{ERLET,

2) “Scanned TCP Ports”Z4 73> M "None”%:E1RL . “Additional”
[ZFTvH%E AN, TOP R—F135139 1 ZFEALET

3) “Vulnerability Detection” 473> Ml Custom | ZEIRL .
“Configure...”#9)v o LET,
Find ZTQID . within ZTAll]. containing TLEL T ® QualysID
#IEEL T Search”L. LLF® QualysID #ERL TOK"ZEHL
TLZELY,

Qualys ID: 90379
ATVTNARTYTDOREEE N —=2 T (2 JE—FDI—FRTEEFA
3 B33 1 (MS07-005) (Step—by—Step Interactive Training Could Allow
Remote Code Execution (MS07-005))

Qualys ID: 90380
Windows > x)LIC, ¥EFREZEFaI 9 S HE55 1% (MS07-006) (Windows Shell
Could Allow Privilege Elevation (MS07-006))

Qualys ID: 90384
Windows Image Acquisition Y —E RIZ 4 HER BRI DM
(MS07-007) (Windows Image Acquisition Service Could Allow Privilege
Elevation(MS07-007))

Qualys ID: 90383



HTML ANJLT®D ActiveX 3 bO—)LIZ, YE—FDI—FETEZHA TS
M55 1% (MS07-008) (HTML Help ActiveX Control Could Allow Remote Code
Execution (MS07-008))

Qualys ID: 90385
Microsoft Data Access Components (MDAC) [Z, ) E—F,DI—KE{TZ ]
3 B33 1 (MS07-009) (Microsoft Data Access Components Could Allow
Remote Code Execution (MS07-009))

Qualys ID: 90382
Microsoft Malware Protection Engine [Z. JE—r,DIO—KETZHRT S
a5 1% (MS07-010) (Microsoft Malware Protection Engine Could Allow
Remote Code Execution(MS07-010))

Qualys ID: 90378
Microsoft OLE 447 R% 2, YE—rDI—RRTEHAIT ST M
(MS07-011) (Microsoft OLE Dialog Could Allow Remote Code Execution
(MS07-011))

Qualys ID: 90381
Microsoft MFC (2, JE—rDI—REITZEHFAIT HHEF5E (MS06-012)
(Microsoft MFC Could Allow Remote Code Execution (MS07-012))

Qualys ID: 110054
Microsoft JwF I T4 yMZ, JE—rDI—FETEHFAT S5
(MS07-013) (Microsoft RichEdit Could Allow Remote Code Execution
(MS07-013))

Qualys ID: 110052
Microsoft Word 2000 DifE55tEIZKY . JE—FTI—FMNETIND
- B85 1 (Microsoft Word 2000 Vulnerability Could Allow Remote Code

Execution —Zero Day)

Qualys ID: 110053
Microsoft Office [Z.JE—FTO—FAERITINIEEE - ¥OT4
(Microsoft Office Could Allow Remote Code Execution — Zero Day)



Qualys ID: 100045
Internet Explorer @ BI&EMEtX 1) T4 EEH (MS07-016)
(Cumulative Security Update for Internet Explorer (MS07-016))

#H L. Windows(NetBIOS) YL & THRAMDETEHZFEL-L
1HE(21F QualysID:82044 [FRAMZDFERILERL. ZLT
UDP R—rM1371D R F v AIREEL TLZELY,

4) “Windows Authentication”Z 23> () “Enable Windows
authentication” ZFT vy L%ET,
5) “Profile Title"Z DI+, R#KIZ"Save"LET
6) “Scan”->"Launch Scan” TR2EIXI R D IP Z=EIRL . 1ERKL T
“Options” ZEIRL. “Start Scan”LFET,

BSEVEHLERA)
EL@EB%RAEH X1 T —EXMIES ERY—EXE
qualys—support@support.fujitsu.com

http://segroup.fujitsu.com/secure/service/attacktest—express/index.html



