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Sasser
Sasser 5 3 Qualys
QualysGuard Sasser MS04-011
[Sasser ]
Windows 2000 XP Sasser Sasser
IP 445 Microsoft Security Bulletin
MS04-011(2004/04/14 ) LSASS
Sasser

Microsoft Security : Sasser

http://www.microsoft.com/japan/security/incident/sasser.mspx

http://www.symantec.com/region/jp/sarcj/data/w/w32.sasser.worm.html

http://www.trendmicro.co.jp/vinfo/virusencyclo/default5.asp?VName=WORM_SASSER.A&VSect=T

http://www.nai.com/japan/security/virS.asp?v=W32/Sasser.worm

QualysGuard Sasser
QualysID 1135
Sasser (Sasser Worm Detected)
[MS04-011 ]

QualysID 90108
Microsoft Windows MS04-011



MS04-011
Microsoft Windows (835732)
(MS04-011)

http://www.microsoft.com/japan/technet/treeview/default.asp?url=/japan/technet/security/bulletin/MS04-
01l.asp
http://www.microsoft.com/japan/security/security_bulletins/ms04-011e.asp

[MS04-011 ]
1) QualysGuard "Preferences"->"Options"->"Profiles" "New Profile"
2) "Scanned TCP Ports" "None" "Additional” TCP
25,80,135,139,443,445,593
3) "Scan Dead Hosts" "Include dead hosts in scans "
4) "Vulnerability Detection™ Custom "Configure..."
Find QID  within All  containing 90108 "Search" QualysID 90108
"OK™
Windows(NetBIOS) QualysID 82004
5) "Profile Title" "Save"
6) "Scan"->"Launch Scan" IP "Options" "Start Scan”

QualysGuard  Windows Authentication

Possible Threat

Windows Authentication

1) QualysGuard "Preferences"->"Option"->"Authentication” "New Record"
2) "Domain Information” Domain
Local Windows
3) Windows User Name: Windows Password: Confirm
Password:
4) "IPp "

5) Save



Administrator ID QualysGuard

qualys-support@support.fujitsu.com

http://segroup.fujitsu.com/secure/service/attacktest-express/index.html



