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Report Summary

Company: Fujitsu
User: IT Scan Date: 05/02/2005 at 10:09:46
Ser: (Manager)
9 Reference: scan/1114996199.4616
Template .
Title: Scan Results Scanner Appliance: ?2&1?_2[)36.134 (Scanner 2.9.44-1, Web 4.0.139-1, Vulnsigs
Active Hosts: 1 Duration: 00:03:26
Total Hosts: 1 Default Option No
Scan Type: On demand Profile:
Scan Status:  Finished
Scan Title: Sample report
Asset Groups:  Sample report
Target: 127.0.0.1
Options: Sample report
Filters: Vulnerability Checks: Disabled checks, Ignored checks
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Operating Systems Detected

1 Windows 2000

Hosts

Services Detected

& Iﬂ 1 msdtc
i |::I 1 =smtp
_ 1 win remate desktop
= |:,J 1 microsoft multimedia stream
L Iﬂ 1 me=gl
£ Iﬂ 1 nethios szn
i Iﬂ 1 msrpc
- Iﬂ 1 http
& I:’j 1 microsoft-ds
0 1
Services
Detailed Results
127.0.0.1 (sample report.example.com) Windows 2000

[ vumerabilities Total | 10 [ security Risk [ | ] | | B

w+ Vulnerabilities (3)

Microsoft Index Server Indexing Service

ISAPI )
~ HENEN- (Microsoft Index Server and Indexing Service ISAPI sample_report.example.com:80/tcp

Extension Buffer Overflow Vulnerability)

QID: 86170 Category: Web server CVE ID: CVE-2001-0500
Vendor Reference: MS01-033

THREAT:
Microsoft Index Server Indexing Service  Web

Index Server  Windows NT 4.0 Option Pack  Indexing Service ~ Windows 2000

Index Server Indexing Service ISAPI Microsoft Index Server
Indexing Service ISAPI “idq.dIl”

“idq.dil” Index
Server Indexing Service
Index Server Indexing Service  Local System Local System
“idg.dllI”  Internet Data Administration .ida Internet Data Query .idg

“idg.dIl”  *“.idg” “.ida”



Index Server  Indexing Service s
“idg.dll” IIs

IMPACT:

SOLUTION:
Microsoft

e Windows NT 4.0
e Windows 2000

RESULT:

HTTP/1.1 200 OK

Server: Microsoft-11S/5.0

Date: Mon, 02 May 2005 01:09:25 GMT
Connection: close

Content-Type: text/html

<HTML>The IDQ file NULL.ida could not be found.

Microsoft IIS
~+ HHER |- (Microsoft 1IS Administrative sample_report.example.com:80/tcp
Pages Cross-Site Scripting Vulnerability)

QID: 10977 Category: CGl CVE ID: CAN-2002-1181 CAN-2002-0869 CAN-2002-1180 CAN-2002-1182
Vendor Reference: MS02-062

THREAT:

Microsoft IIS s
1S Web
URI HTML

IMPACT:

Web cookie
cookie

SOLUTION:
Microsoft Microsoft Security Bulletin MS02-062

CAN-2002-0869
CAN-2002-1182 WebDAV DoS
CAN-2002-1180

IISHelp

RESULT:

GET
fiishelp/iis/htm/aspl/iiatmd1.asp?ScriptLanguagePreference=<script>alert(4098)</script>
HTTP/1.1

Host: sample_report.example.com

Connection: Keep-Alive

Microsoft IS HTTP
v | | BEE (Microsoft IS HTTP Redirect Cross sample_report.example.com:80/tcp
Site Scripting Vulnerability)

QID: 10564 Category: CGl CVE ID: CVE-2002-0075
Vendor Reference: N/A
THREAT:

s s HTTP
HTML



IMPACT:

SOLUTION:

Microsoft Microsoft Security Bulletin MS02-018
Microsoft Security Bulletin MS02-018

Microsoft IIS Site Server
hotfix Microsoft
Microsoft hotfix Q317815

RESULT:

GET /scripts?"><script>alert("no9_such71_dir38");</script> HTTP/1.0
Host: sample_report.example.com

HTTP/1.1 302 Object Moved

Location:
http://sample_report.example.com/scripts/?"><script>alert("no9_such71_dir38");</s
cript>

Server: Microsoft-11S/5.0

Content-Type: text/html

Content-Length: 202

<head><title>Document Moved</title></head>

<body><h1>Object Moved</h1>This document may be found <a
HREF="http://sample_report.example.com/scripts/?"><script>alert("no9_such71_dir38&qu
ot;);</script>">here</a></body>

w+ Potential Vulnerabilities (3)

Microsoft IS 5.0
- 5 (Microsoft IIS 5.0 In-Process Table sample_report.example.com:80/tcp
Privilege Elevation Vulnerability)

QID: 86196 Category: Web server CVE ID: CVE-2001-0507
Vendor Reference: MS01-044

THREAT:
Microsoft Internet Information Server [IS 5.0
« » s
1IS 5.0 Web “ ”
s s
Web root
s
IMPACT:
Web “Local System”
Web
Web CGl

QualysGuard



SOLUTION:
Microsoft Microsoft Security Bulletin MS01-44

RESULT:
No results available

Microsoft IIS HTR

(Microsoft IIS HTR
Chunked Encoding Transfer Heap Overflow
Vulnerability)

sample_report.example.com:80/tcp

QID: 10751 Category: Web server CVE ID: CVE-2002-0364
Vendor Reference: MS02-028
THREAT:

ISAPI HTR “ ” Microsoft IS
Internet Information Services

HTR ISAPI
HTR ASP Active Server Pages
HTR ISAPI
IIS4.0 1IS5.0
IIS 4.0 1IS 5.0
Bugtraq ID 4485 Microsoft Security Bulletin MS02-018
HTR ISAPI
IMPACT:
SOLUTION:
Microsoft Microsoft Security Bulletin MS02-028
Microsoft Security Bulletin MS02-028
RESULT:

No results available

Microsoft 1IS 4.0/5.0 DoS
- 3 (Microsoft IIS 4.0/5.0 Malformed File sample_report.example.com:80/tcp
Extension DoS Vulnerability)

QID: 86158 Category: Web server CVE ID: CVE-2000-0408
Vendor Reference: N/A

THREAT:
Microsoft IIS 4.0 5.0 DoS
URL  Microsoft IS 4.0 5.0
CPU
IMPACT:
URL
SOLUTION:
Microsoft Patch Q260205
RESULT:

No results available

¥ Information Gathered (4)



2 0S

QID: 45017 Category: Information gathering CVE ID: N/A
Vendor Reference: N/A

(Operating System Detected)

THREAT:
oS
0os RESULTS
1) TCP/IP (O TCP/IP
0OS TCP/IP TCP
“ - oS
1
(O}

proxy oS

2) NetBIOS Network Basic Input Output System NetBIOS NetBIOS
LAN DOS BIOS API
PC LAN NetBIOS LAN
NetBIOS  Server Message Block SMB
3) PHP Info PHP Web
HTML phpinfo() PHP oS
4) SNMP Simple Network Monitoring Protocol
SNMP Management Information Base MIB

oS “MIB_Il.system.sysDescr”
IMPACT:
N/A
SOLUTION:
N/A
RESULT:
Operating System Technique ID
Windows 2000 TCP/IP Fingerprint U1263
Windows 2000 Server SRVSVC Interface
Windows 5.0/Windows 2000 LAN Manager CIFS via TCP Port 445

1 ICMP (ICMP Replies Received)
QID: 82040 Category: TCP/IP CVE ID: N/A
Vendor Reference: N/A
THREAT:
ICMP (Internet Control and Error Message Protocol) P ICMP
ICMP

Echo Request (Echo Reply )
Timestamp Request (Timestamp Reply )
Address Mask Request (Address Mask Reply )

UDP Packet (Port Unreachable Reply
IP Packet with Protocol >= 250 (Protocol Unreachable Reply

ICMP
RESULT:

ICMP Reply Type Triggered By

Additional Information

Echo (type=0 code=0) Echo Request

Echo Reply



Timestamp (type=14 code=0) Timestamp Request 07:21:30 GMT

Unreachable (type=3 code=2) IP with High Protocol Protocol Unreachable
Unreachable (type=3 code=3) UDP Port Unreachable
- 1 TCP (Open TCP Services List)

QID: 82023 Category: TCP/IP CVE ID: N/A
Vendor Reference: N/A

THREAT:
IMPACT:
SOLUTION:
Qualys
CERT web
RESULT:
Port | IANA Assigned Ports/Services | Description Service Detected OS On Redirected Port
25 smtp Simple Mail Transfer smtp
80 www World Wide Web HTTP http
; epmap DCE endpoint
135 msrpc-epmap resolution msrpc
139 nethios-ssn NETBIOS Session Service netbios ssn
445 microsoft-ds Microsoft-DS microsoft-ds
1433 ms-sql-s Microsoft-SQL-Server mssql
1755 netshow ms-streaming I\S/Ilcrosoft Multimedia
tream
3372 tip2 TIP 2/ MSDTC msdtc
3389 ms-wbt-server MS WBT Server win remote desktop
6666 ircu IRCU unknown
- 1 Web (Web Server Version) sample_report.example.com:80/tcp
QID: 86000 Category: Web server CVE ID: N/A
Vendor Reference: N/A
RESULT:
Server Version Server Banner
Microsoft-11S/5.0 Microsoft-11S/5.0
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