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Sendmail Address Prescan Possible Memory Corruption Vulnerability
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- Sendmail Pro ( )

- Sendmail Switch 2.1 (2.1.6
- Sendmail Switch 2.2 (2.2.6
- Sendmail Switch 3.0 (3.0.4
- Sendmail for NT 2.X (2.6.3
- Sendmail for NT 3.0 (3.0.4

- Systems running open-source sendmail (8.12.9 ) , UNIX Linux

" N N

- Sendmail Advanced Message Server ( Sendmail Switch )

http://www.sendmail .com/security/



8.12.9

vulnwatch sendmail.org 8.12.x, 8.11.x, 8.9.x

8.12.9

(char) Oxff (char) Ox7f
MaxMimeHeaderLength 2048/1024

PGP GnuPG

http://www._sendmail.org/patchps.html
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Qualys
Qualys Provides Security Test for Latest Vulnerability in SENDMAIL
http://www.qualys.com/news/pr/index.php?page=pr_03_30_03&Ik=hm_pg

JPCERRT/CC Alert 2003-03-31

sendmail
http://www.jpcert.or.jp/at/2003/at030004. txt
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